Anytime, Anywhere

Mobile Virtual Private Networks Kep Workers Connected

VPNs have been around for years— but
with an increasinglymobile workforce,
they’re becoming more important than ever
for those who want to stay productive and
competitive. New technologiesare being
introduced to help make VPNsflexible and
secure enough for mobile users needs.
Considerthesefrequentlyaskedquestions:

What types of customerscan benefit most from

mobile VPNs?

Any business with an outside workforce.

Companiescan offer travelingemployeesor field

salesteams accessto e-mail, customer resource
managementsystemsyeal-time salesquotes and
productivity applications,which can help provide
better customerserviceand keepin touch with the
home office.

Which VPNtechnologyis better for mobile users—
IPsemr SSL?

Although either technologycan be a good choice,
SSLis recommendedif the end userneedsquick
setupor lacksthe budgetand resourcego manage
client software. With a single easy-teconfigure
SS. VPN appliance, companies can extend
immediate accesgo mobile usersviaa secureweb
that can be reached through an SSkcompliant
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browser suchaslE6, Mozillaor Frefox.

Whatarethe advantagesf SSltechnology?
SSL offers businessesflexibility, scalability and
control over mobile VPNs. Instead of installing
clientsoftwareon severatdevices administratorcan
manage user accesscentrally which allows for
control of the entire VPNsolution.

Can mobile workers accessany application over
SSL?

It depends. SomeSSLVPNappliancesonly support
web-basedapplications; others, such asthe Citrix
Access Gateway, allow workers to use any
applicationor networkresourcesn it nativeform.

Whataboutsecurity?

Most companiesrely on passwordgchangedevery
90 days)astheir firstline of defense. Incorporating
a two-factor authentication systemalso allows for
increasedsecurity SSLVPNsare alsocompatible
with biometric technologies (fingerprint, retina
scans). Thesecan be combined with other security
measures, including passwords and tokens, to
createamulti-factorauthenticationsolution.

To learnmore about mobile VPN solutions,or
to requestassistancewith creating a specific
solution, callour officetoday!
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THOUGHT YOU
SHOULD KNOW . . .

Heard all the talk about Linux (aversionof
Unix that runs on ordinary personal
computers)and not sure where to turn?
Here’'sawebsitethat'ssuitablefor both the
novice and experienced computer user
that explainsin plain Englishthe basicsof
getting around a Linux system:
http://www.lowfatlinux.com/. Follow the
links down the left-hand side of the page
for Linux basics files, commands,editors,
shellprogramming etc. If you are simply
curious, looking to gain new job skills,or
thinking about Linux as a low-cost
platform for operating your own Internet
serverthiswebsiteisfor you.
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Identify network problems before they cause downtime!

Sign up for a 30day demo today!

www.networkresources.net/nrpro/demo.htm

The

N |I=HRVEAORR K
Resource

A QUARTERLY infoTECHNOLOGY NEWSLETTER

VOLUME Il - ISSUE 2, 2005

Keep Networks Up and F@mnmg

Without Breaking the Bank

In today’s high-stakesbusinessnvironment, keepingnetworksup and runningis a high
priority for every business. Small businessegypically cart afford a high level of
protection, and often scrapeby with little or no backup againstpotentially catastrophic
outages. Once you know what absolutelymust be backup up within your network,

considerthesecost-cuttingapproaches.

BackUp Subcomponentd Ratherthancreate
anexactmirror of the existinghardwaresetup,
considerthe network’s biggestvulnerabilities.
What is most likely to break? You can save
money by backingup only the weakestlinks.
For example, if you need to protect your e-
commerce application, add redundant NICs
insidethe existing serverinstead
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insteadof addingan expensivesecondserver
You can then plug those network cardsinto
two switches to protect your switching
environment.

Think through the rest of the redundancy
solution. In the scenarioabove, the servets
hard drive and power supply remain
vulnerable,soyou'll want to add two power
supplies (one as a backup) and a RAID
configurationto protectthe diskdata.

Go with CheaperHardware| In somecases,
using cheaper switchescan savemoney and
provide good protection, as well.  For

example, if you primarily use higherend

chassisswitchesto take advantageof built-in

redundancyfeatures considershiftinginstead
to much cheaperstackableswitches. While it

maytakeseverabf theselesseunitsto handle
the workload of a single chassismodel, the

stackedconfigurationautomaticallyletsa bad
switch failover to another switch within the

stack—atapotentiallylower cost.

Add aRedundantinternetConnection| If you
musthave e-mail accesor if remote workers
mustlogin to the companynetworkviaaVPN,
it's essential to back up the internet
connection. Setting up a redundant
connection can be relatively inexpensive —
especially when you consider the costs

associatedwith temporary loss of the main
connection. Either add a new line through
your existinglSPor selectasecondaryprovider.
(Going with a different ISP adds more
redundancy if the original ISP goes down
entirely).

If you havea T-1 line and need only a handful
of employeesto maintainweb accessluringan
outage,the most cost-effective approachis to
add a typical DSL,ISDN or evendial-up line —
foraboutlesghan$50 amonth.

If you have 50 employeeswho need to be
online, you'll needto replicatethe current T-1
or T-3. In this case, take advantageof the
added line with a load-balancing solution.
(You don't wantto payfor asecondline that sits
idle). To do this,simplyadd arouterwith load-
balancing capabilities near your ISP
connectionoutsideof the network. Theresult?
You'll protect the internet connectionand you
will enjoy the added benefit of fasternetwork
throughput for thousandsof dollars lessthan
addinganexpensivdoad-balancingappliance.

Smallbusinesseseed redundancyasmuch as
their larger counterparts. By working closely
with Network Resources,you can create
affordable backup for your companys key
businessnitiatives. To learnmore about cost-
cuttingredundancystrategiescallustoday!
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ver wonder how to get rid of the
ifferent history lists that Windows XP
eps?

The operating systemkeepstrack of the programs
you run usingthe Run dialog box, the documents
you've opened, and the files for which you've
searched. Sometimesclearingtheselistsis useful,
particularly if you share an account with other
users. Follow the stepsbelow to removethe most
commonhistorylistsfrom the registry

Important!

Users should be aware that tampering with the
registryincorrectly can causeseriousproblemsthat
may require you to reinstallyour OS. Beforeyou
edittheregistrypleaseperformabackup.

1. OpenNotepadandtypethe following:

REGEDIT4

[-HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer\JpedURLSs]

[-HKEY_CURRENT_USER\Software\Microsoft\
Windows\Current\érsion\Explore\RnMRU]

[-HKEY_CURRENT_USER\Software\Microsoft\
Windows\Current\érsion\Explorer\RecentDocs]

[-HKEY_CURRENT_USER\Software\Microsoftithgws\
Current\ersion\Explorer\ComDlg32\LastsitedMRU]

[-HKEY_CURRENT_USER\Software\Microsoft\
SearchAssistant\ACMru]

2. Savethefile asCleanmru.reg

Note: Therearetwo waysto force Notepadto savethe file
usingthe .reg extension (insteadof .txt). The first is to
enclose the entire file name in quotation marks. The
secondis to click All Flesin the Saveastype list. Either
way, makesurethefile hasthe .regextension.

3. Double-click the file to import it into the registry
Click Yesin the RegistryEditor messagéox, and another
messagebox tells you if you've successfullyentered the
information in the registry Double-clicking the file also
removesthe historylists.

For advancedusers,you can clear the history lists
everytime you log on to Windows XPif you prefer.
Add to HKCU\Software\Microsoft\Windows\
Current\ersion\Rin the REG_SZalue ClearMRU
Setthe valueof the ClearMRUto the commandline
thatimportsthe file Clearmru.reg For example,if
the file is in C:\Windows, the command is:
C:\Windows\Regedit.exe /s
C:\Windows\Clearmru.reg The command-line
option /simportsthefile silently
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New, next generationrouters— sometimescalled accesgouters— can replacea number of separatenetwork components,including traditional routers, firewalls, VPN appliances,|P call-processinglatformsand

free cd / dvd
burning package

Here’'sagreatdownload for creatingyour own cd’s
and dvd’s and comeswith a lot of usefulfeatures.
The easy-tousewizard helpsyou createany type
of burning project suchasa data CD/DVD, audio
CD, Video DVD, Photo CD/DVD, and more. The
softwarealsoincludesan autorun featureto make
it easyto createcd's that run automaticallywhen
you insertthem into your computer. You canalso
make your own cover, booklet, or case insert,
amongotherthings. (2.57 MB)

http://www.deepburnetcom

free network
inventory tool

An invaluablefreeware administratortool, NEWT
scansall remote networked machineson singleor

all domains and attemptsto retrieve a wealth of

detailed information. It shows this data in a
spreadsheet-likdormat for a concise,overallview
of your network. Thewindows NT platform gives
IT Professionalexcellentadministrationflexibility.

NEWT Professionalisessophisticatedon-demand
gathering techniques to take advantageof NT's
inherent remote capabilities. This allows NEWT
Professionalto quickly and efficiently collect an

unprecedentedamount of information per system
with zero deployment time. This solution only
requires full administrator rights to the remote
computersyouwishto scan. (3.6MB)

http://www.komododigital.com
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free drive cleaner

CCleaner (Crap Cleaner) is a freeware system
optimization tool. It removes unused and
temporary files from your system— allowing it to
run faster more efficiently and giving you more
hard disk space. The best part is that it's fast
(normally taking lessthan a secondto run) and
FREE! CCleanercleansthe following: Internet
Explorer Hrefox, Windows, Windows Registry
Third-party applications. It's also100% Spyware
FREE! (429KB)

http://www.ccleanercom

free motherboard
diagnostics monitor

Motherboard Monitor (MBM) is a tool that will
displayinformation from the sensorchipson your
motherboardin your Windows systemtray. MBM
supportsa wide rangeof Chipsetsand SenorChip
combinations. It can sensetemps from CPU
HDD, GFxandMobo. ItalsodoesFanspeeds. Ifit
sensesthat your hardware is overheated, it can
protectit by shuttingit down (userconfigured). To
seeif MBM supportsyour hardware,checkout the
MotherboardList. (1.2MB)

http://mbm.livewiredevcom

TECHNOLOGY.BUZZ

Video ConferencingoverlP(VColP): Areyoureadyforachange?

A few yearsago, videoconferencingover IP (VColP)wasstill in itsinfancy. Network

connectionswere slow Video and soundwere distoredattimes. Securitywasnon-

existent. But thanksto recent improvementsin technology you can now take a
serioudook at VColP VColPsolutionshavebecomemuch more affordable. You can

alsorestassuredhat all the information you shareduring a videoconferenceis safe
from pryingeyes. And due to advancesn switchingtechnology the quality of sound
and video has greatlyimproved! Today's faster smarterswitcheshave increased
network throughput 100 fold, which meansyou can prioritize videoconferencing
trafficfor the bestperformancewithout draggingdown the restof the network.

SSICERTIFICRESN NETWARESERVERS

“My GroupWise Webaccessserver was running ok
until the serverrestarted. What happened?”| In
NetWare 6.x, the Apache web serverusesa default
SSLCertificatethat wascreatedin the directory when
the serverwasinstalled. If thereisaproblem with this
certificate,the Apacheserverwill fail to load, typically
with an SO_SSL_SET_SERVERor. While this
messages usedfor a variety of errors,most often the
problem is that the certificate hasexpired. Sincethe
lifetime of this certificateis only two years,sooneror
later this error will occur. You can check for the
expiration of certificatesby viewing the propertiesof
“SSL CertificatelP-ServerName”using ConsoleOne.
Novell providesa utility called pkidiagthat will re-key
expired certificatesand extend their life for another
two years;you can also run the utility and re-key
certificatesbeforetheyhaveexpired.

Do you want to avoid the annoyingbrowserpop-ups
that occur when using an internally signed SSL
certificate?  Vist www.thedomaincompany.com
where you can find an affordable Turbo or High-
Assurancé&ecureSSlCertificatethathas99%browser
recognitionfrom just$27.95/yr!

NOVELLNETDRIVE

Novell NetDrive is a thin client that lets you map a
local drive letter from your computer to a NetWare 6
NetStorage, FTR or Novell iFolder server without
installingthe Novell Client32. Thebenefitof mapping
adrive throughNetDrive insteadof the Novell Clientis
that NetDrive usednternetprotocolsto connectto the
serverover private or public networks (i.e., over the
Internet), thereby helping you accessyour network
files from multiple locations. BecauseNetDrive is
strickly a client application that is installed on the
workstation (exceptfor in athin-client environment),
there is no server ingallation or application
managementneeded. However, in order to map a
driveusingNetDrive, you musthaveNetDrive

Everyday

TIPS, TRICKS
& IDEAS

for your network.

Try these simple
ideas for your
Novell environment.

installed on your workstation, an active connection to
the server(youdo not needabrowser),and know the IP
addressor DNS name on your server Once adrive is
mapped, the drive letter that you assignedduring the
mapping appearsin Windows Explorerand functions
just like those that are mapped through the Novell
Client32.

NetDrive shipswith NetWare 6.x and with iFolder, soif
you've purchase either of these, you also have the
NetDrive software. If you purchased NetWare 6.x,
netdrive.exeis locatedin the NetDrive directory at the
root of the Novell Client SoftwareCD. Otherwise,the
executableshippedwith the NovelliFolder® software.

INSTANTMESSAGING

Instant Messaging(IM) has been steadily gaining in
popularity since the introduction of enterprise IM
products from AOL, Yahoo, and other vendors. It has
alsopopped up asa featurein the other collaboration
products such as Lotus Sametime and Microsoft
Exchange. However, network administrators are
increasinglyconcernedabout the lack of securityin IM
chat sessionsand often block internet accessto IM
servers.

To meetthe needfor a secureenterpriselM systenthat
operates' behind thefirewall”, Novell offersGroupWise
Messengeras part of GroupWise 6.5. GroupWise
Messengercomeswith loggingand archivingtools, as
well as policy-basedmanagementof the user contact
list. Administratorswill be ableto control which groups
can chatwith which other groups. Messengercan also
capture transcriptsof every IM chat, and archive the
session@ssearchableext. Althoughthis firstiteration
of GroupWiseMessengecomplieswith the SIP/SIMPLE
standardfor instantmessagingit won't work straightout
of the boxwith AOL or ICQ instantmessaging Novellis
currently planning to provide connectivity between
Messengeiand other IM environmentsat the gateway
levelin the future.

-MSS

‘ DID YOU KNOW?|
QN intrusion-detectionappliances. Soyou no longerhaveto sacrificequality for the sakeof all-in-one convenienceand manageability Eachrouter housesseparatededicatedprocessorslesignedo handledifferenttypesof traffic—one for data
traffic,onefor voicetraffic, onefor securitytrafficand anotherfor VPNencryption/decryption. And eachprocessorwhich isbuilt on ASICarchitecture(application-specificintegratedcircuit), canmanagealargenumber of packetssimultaneously

ASK THE
EXPERT

How can | keep my workstations
runningatoptimal performance?

Below, are a few “Quick Tips” to keep your
workstationsunningsmoothly

Windows Update | It is important to make
sureyourworkstationsareup-to-datewith all
of the security patches that Microsoft
providesfor your operatingsystem. You can
schedule the updates to be ingalled
automaticallyby followingthesesteps:

1. Goto Start> Setttings> Control Panel
2. Double click on ‘AutomaticUpdates

3. Clickontheradiobutton for ‘Automatic
(recommended) and specifythe time of
day that the updateswill be downloaded
andinstalled(yourcomputermustbe on)

4. Click‘Apply’ and‘OK’ to savethe
changes

AntiVirus/Quarantine Maintenence | If you
are using SymantecClient Security as your
AntiVirussolution, it iscritical that you delete
any infected files that your AntiVirus finds
when scanning Thesefiles are placed into
the ‘Quarantin€e folder and can be manually
deletedbyfollowingthesesteps:

1. Goto Start> Programs> Symantec
ClientSecurity> SymantedAntiVirus

2. Ontheleftsideofthe Symantec
AntiVirusconsole expand*View’ (by
clickingthe + signor double clickingthe
word ‘View’)

3. Highlight‘Quarantine (Allcaptured
itemsarelocatedon therightside)

4. Highlightthefiles(eitherone atatime or
by highlightingthefirstfile, holding the shift-
keyandhighlightingthe lastfile)

5. Oncethefilesare highlighted,you will
seeared Xto deleteall of thefilesin
Quarantine.

-DST



